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 The goal of this document is to augment the CJIS Security Policy to ensure adequate 
security is provided for criminal justice systems while (1) under the control or management of 
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity 
(contractor).  Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss, 
misuse, or unauthorized access to or modification of information.” 
 The intent of this Security Addendum is to require that the Contractor maintain a 
security program consistent with federal and state laws, regulations, and standards (including 
the CJIS Security Policy in effect when the contract is executed), as well as with policies and 
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy 
Board (APB). 
 This Security Addendum identifies the duties and responsibilities with respect to the 
installation and maintenance of adequate internal controls within the contractual relationship so 
that the security and integrity of the FBI's information resources are not compromised.  The 
security program shall include consideration of personnel security, site security, system 
security, and data security, and technical security. 
 The provisions of this Security Addendum apply to all personnel, systems, networks and 
support facilities supporting and/or acting on behalf of the government agency. 
1.00 Definitions 
1.01  Contracting Government Agency (CGA) - the government agency, whether a Criminal 
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private 
contractor  subject to this Security Addendum. 
1.02  Contractor - a private business, organization or individual which has entered into an 
agreement for the administration of criminal justice with a Criminal Justice Agency or a 
Noncriminal Justice Agency. 
2.00 Responsibilities of the Contracting Government Agency. 
2.01 The CGA will ensure that each Contractor employee receives a copy of the Security 
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and 
the contents of the Security Addendum.  The signed acknowledgments shall remain in the 
possession of the CGA and available for audit purposes.  The acknowledgement may be signed 
by hand or via digital signature (see glossary for definition of digital signature). 
3.00   Responsibilities of the Contractor. 
3.01 The Contractor will maintain a security program consistent with federal and state laws, 
regulations, and standards (including the CJIS Security Policy in effect when the contract is 
executed and all subsequent versions), as well as with policies and standards established by the 
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB). 
4.00    Security Violations. 
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the 
Director, FBI, along with indications of actions taken by the CGA and Contractor. 
4.02 Security violations can justify termination of the appended agreement. 
4.03 Upon notification, the FBI reserves the right to: 
 a. Investigate or decline to investigate any report of unauthorized use; 
 b. Suspend or terminate access and services, including telecommunications links.  The 

FBI will provide the CSO with timely written notice of the suspension.  Access and 
services will be reinstated only after satisfactory assurances have been provided to 
the FBI by the CGA and Contractor.  Upon termination, the Contractor's records 
containing CHRI must be deleted or returned to the CGA. 

5.00  Audit 
5.01 The FBI is authorized to perform a final audit of the Contractor's systems after 
termination of the Security Addendum. 
6.00  Scope and Authority 
6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or 
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and 
FBI. 
6.02  The following documents are incorporated by reference and made part of this 
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS 
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20.  The parties are also 
subject to applicable federal and state laws and regulations. 
6.03 The terms set forth in this document do not constitute the sole understanding by and 
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to 
provide a minimum basis for the security of the system and contained information and it is 
understood that there may be terms and conditions of the appended Agreement which impose 
more stringent requirements upon the Contractor. 
6.04 This Security Addendum may only be modified by the FBI, and may not be modified 
by the parties to the appended Agreement without the consent of the FBI. 
6.05 All notices and correspondence shall be forwarded by First Class mail to: 
 
Information Security Officer 
Criminal Justice Information Services Division, FBI 
1000 Custer Hollow Road 
Clarksburg, West Virginia  26306 
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CERTIFICATION 
 
 I hereby certify that I am familiar with the contents of (1) the Security Addendum, 
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security 
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their 
provisions. 
 I recognize that criminal history record information and related data, by its very nature, 
is sensitive and has potential for great harm if misused.  I acknowledge that access to criminal 
history record information and related data is therefore limited to the purpose(s) for which a 
government agency has entered into the contract incorporating this Security Addendum.  I 
understand that misuse of the system by, among other things:  accessing it without 
authorization; accessing it by exceeding authorization; accessing it for an improper purpose; 
using, disseminating or re-disseminating information received as a result of this contract for a 
purpose other than that envisioned by the contract, may subject me to administrative and 
criminal penalties.  I understand that accessing the system for an appropriate purpose and then 
using, disseminating or re-disseminating the information received for another purpose other 
than execution of the contract also constitutes misuse.  I further understand that the occurrence 
of misuse does not depend upon whether or not I receive additional compensation for such 
authorized activity.  Such exposure for misuse includes, but is not limited to, suspension or loss 
of employment and prosecution for state and federal crimes. 
 
 
_______________________________________  _______________ 
Printed Name/Signature of Contractor Employee                     Date 
 
 
______________________________________  _______________ 
Printed Name/Signature of Contractor Representative   Date 
 
 
______________________________________ 
Organization and Title of Contractor Representative 
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APPENDIX I REFERENCES 
White House Memo entitled “Designation and Sharing of Controlled Unclassified Information 

(CUI)”, May 9, 2008 
[CJIS RA] CJIS Security Policy Risk Assessment Report; August 2008; For Official Use Only; 

Prepared by: Noblis; Prepared for: U.S. Department of Justice, Federal Bureau 
of Investigation, Criminal Justice Information Services Division, 1000 Custer 
Hollow Road, Clarksburg, WV 26306 

[CNSS Instruction No. 4009] National Information Assurance (IA) Glossary; Committee on 
National Security Systems (CNSS) Instruction No. 4009; 26 April 2010 

[FBI SA 8/2006] Federal Bureau of Investigation, Criminal Justice Information Services, 
Security Addendum; 8/2006; Assistant Director, Criminal Justice Information 
Services, FBI, 1000 Custer Hollow Road, Clarksburg, West Virginia 26306 

[FISMA] Federal Information Security Management Act of 2002; House of Representatives 
Bill 2458, Title III–Information Security 

[FIPS 199] Standards for Security Categorization of Federal Information and Information 
Systems; Federal Information Processing Standards Publication, FIPS PUB 
199; February 2004 

[FIPS 200] Minimum Security Requirements for Federal Information and Information 
Systems; Federal Information Processing Standards Publication, FIPS PUB 
200; March 2006 

[FIPS 201] Personal Identity Verification for Federal Employees and Contractors; Federal 
Information Processing Standards Publication, FIPS PUB 201-1 

[NIST SP 800–14] Generally Accepted Principles and Practices for Securing Information 
Technology Systems; NIST Special Publication 800–14 

[NIST SP 800–25] Federal Agency Use of Public Key Technology for Digital Signatures and 
Authentication; NIST Special Publication 800–25 

[NIST SP 800–30] Risk Management Guide for Information Technology Systems; NIST 
Special Publication 800–36 

[NIST SP 800–32] Introduction to Public Key Technology and the Federal PKI 
Infrastructure; NIST Special Publication 800–32 

[NIST SP 800–34] Contingency Planning Guide for Information Technology Systems; NIST 
Special Publication 800–34 

[NIST SP 800–35] Guide to Information Technology Security Services; NIST Special 
Publication 800–35 

[NIST SP 800–36] Guide to Selecting Information Technology Security Products; NIST 
Special Publication 800–36 

[NIST SP 800–39] Managing Risk from Information Systems, An Organizational Perspective; 
NIST Special Publication 800–39 

[NIST SP 800–40] Procedures for Handling Security Patches; NIST Special Publication 800–
40 
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[NIST SP 800–44] Guidelines on Securing Public Web Servers; NIST Special Publication 
800–44 

[NIST SP 800–45] Guidelines on Electronic Mail Security; NIST Special Publication 800–45, 
Version 2 

[NIST SP 800–46] Security for Telecommuting and Broadband Communications; NIST 
Special Publication 800–46 

[NIST SP 800–48] Wireless Network Security: 802.11, Bluetooth, and Handheld Devices; 
NIST Special Publication 800–48 

[NIST SP 800–52] Guidelines on the Selection and Use of Transport Layer Security; NIST 
Special Publication 800–52 

[NIST SP 800–53] Recommended Security Controls for Federal Information Systems; NIST 
Special Publication 800–53, Revision 2 

[NIST SP 800–53A] Guide for Assessing the Security Controls in Federal Information 
Systems, Building Effective Security Assessment Plans; NIST Special 
Publication 800–53A 

[NIST SP 800–58] Security Considerations for Voice over IP Systems; NIST Special 
Publication 800–58 

[NIST SP 800–60] Guide for Mapping Types of Information and Information Systems to 
Security Categories; NIST Special Publication 800–60, Revision 1, DRAFT 

[NIST SP 800–63–1] Electronic Authentication Guideline; NIST Special Publication 800–63–
1; DRAFT 

[NIST SP 800–64] NIST Special Publication 800–64 
[NIST SP 800–66] An Introductory Resource Guide for Implementing the Health Insurance 

Portability and Accountability Act (HIPAA); NIST Special Publication 800–66 
[NIST SP 800–68] Guidance for Securing Microsoft Windows XP Systems for IT 

Professionals: A NIST Security Configuration Checklist; NIST Special 
Publication 800–68 

[NIST SP 800–70] Security Configuration Checklists Program for IT Products; NIST Special 
Publication 800–70 

[NIST SP 800–72] Guidelines on PDA Forensics; NIST Special Publication 800–72 
[NIST SP 800–73] Integrated Circuit Card for Personal Identification Verification; NIST 

Special Publication 800–73; Revision 1 
[NIST SP 800–76] Biometric Data Specification for Personal Identity Verification; NIST 

Special Publication 800–76 
[NIST SP 800–77] Guide to IPSec VPNs; NIST Special Publication 800–77 
[NIST SP 800–78] Cryptographic Algorithms and Key Sizes for Personal Identity 

Verification; NIST Special Publication 800–78 
[NIST SP 800–81] Secure Domain Name System (DNS) Deployment Guide; NIST Special 

Publication 800–81 
[NIST SP 800–84] Guide to Test, Training, and Exercise Programs for IT Plans and 

Capabilities; NIST Special Publication 800–84 
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[NIST SP 800–86] Guide to Integrating Forensic Techniques into Incident Response; NIST 
Special Publication 800–86 

[NIST SP 800–87] Codes for the Identification of Federal and Federally Assisted Agencies; 
NIST Special Publication 800–87 

[NIST SP 800–96] PIV Card / Reader Interoperability Guidelines; NIST Special Publication 
800–96 

[NIST SP 800–97] Guide to IEEE 802.11i: Robust Security Networks; NIST Special 
Publication 800–97 

[NIST SP 800–121] Guide to Bluetooth Security, NIST Special Publication 800-121 
[NIST SP 800–124] Guidelines on Cell Phone and PDA Security, NIST Special Publication 

800-124 
[NIST SP 800-125] Guide to Security for Full Virtualization Technologies; NIST Special 

Publication 800-125 
[NIST SP 800–144] Guidelines on Security and Privacy in Public Cloud Computing; NIST 

Special Publication 800-144 
[NIST SP 800–145] The NIST Definition of Cloud Computing; NIST Special Publication 800-

145 
[NIST SP 800–146] Cloud Computing Synopsis and Recommendations; NIST Special 

Publication 800-146 
[OMB A–130] Management of Federal Information Resources; Circular No. A–130; Revised; 

February 8, 1996 
[OMB M–04–04] E-Authentication Guidance for Federal Agencies; OMB Memo 04–04; 

December 16, 2003 
[OMB M–06–15] Safeguarding Personally Identifiable Information; OMB Memo 06–15; 

May 22, 2006 
[OMB M–06–16] Protection of Sensitive Agency Information; OMB Memo 06–16; June 23, 

2006 
[OMB M–06–19] Reporting Incidents Involving Personally Identifiable Information and 

Incorporating the Cost for Security in Agency Information Technology 
Investments; OMB Memo 06–19; July 12, 2006 

[OMB M–07–16] Safeguarding Against and Responding to the Breach of Personally 
Identifiable Information; OMB Meme 07–16; May 22, 2007 

[Surviving Security] Surviving Security: How to Integrate People, Process, and Technology; 
Second Edition; 2004 

[USC Title 5, Section 552] Public information; agency rules, opinions, orders, records, and 
proceedings; United States Code, Title 5 - Government Agency and 
Employees, Part I - The Agencies Generally, Chapter 5 - Administrative 
Procedure, Subchapter II - Administrative Procedure, Section 552. Public 
information; agency rules, opinions, orders, records, and proceedings 
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[USC Title 44, Section 3506] Federal Information Policy; 01/02/2006; United States Code, 

Title 44 - Public Printing and Documents; Chapter 35 - Coordination of 
Federal Information Policy; Subchapter I - Federal Information Policy, Section 
3506
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